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(54) Signal processing apparatus and method for processing signals 



(57) According to the present invention, an LFSR 
(300) has a propagation path (30) of serially coupled 
stages (65) and gates (80-3. 80-4). a feedforward path 
(10) of gates (80-1) arxl a feecft)ack path (20) of gates 
(80-2). Depending on control signals (P. B, M). the gates 
(80-1. 80-2. 80-3. 80-4) are either active gates and 
operate as xor-gates or passive gates and c^erate as 
transfer gates. Feedforward and feedback signals are 



derived from input and output signals and can be sup- 
plied to any stage (65). so that characteristic polynomi- 
als of the input-output function are variable. The LFSR 
can fully or partly operate as a TYPE 1 or TYPE 2 LFSR 
which enables the execution of different atgorithme on 
one hardware base. 
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RgMftftrieinygntiQn 

5 This invention relates to electronic devices, and especially to a linear leedbacK shift register (LFSR) as a device for 
processing codes and to a niethod used therein. 

ID linear Feedback Shift Registers (LFSR) are used in digital communication and other systems for data processing 
such as, tor example, ciphering, en^or detecting, error correcting, or tor generating pseudo random sequences. In an 
LFSR. a pigrainy of stages is coupled for sequential propagation of signals through the stages. The signal propagation 
can be influenced by exc/ws/ve-or^tes (xor-gates) arranged according to characteristic polynomials of an input-out- 
put function. 

IS The theoretical background for using LFSRs in. e.g.. a message encode, is explained in chapter 5.6. of Sklar. B.: 
Digital Communications, Fundamentals and Applications. Prentice Hall. Englewood Cliffs. New Jersey, ISBN 0-13- 
211939-0 [1]. 

LFSRs can be classified into TYPE 1 and TYPE 2. This classification has been explained U,S. patent 5.073,909 to 
Kotzin et. al. (2) in reference to LFSR which are used to generate random sequences. LFSRs which read input signal 

so IN and provide output signal OUT are now explained tjy way of example in FIGS. 1 -2. FIG. 1 shows prior art LFSR 1 00 
of TYPE 1 . LFSR 1 00 comprises stages 1 1 1 . 1 1 2. 1 1 3. 1 1 4 and xor-gat^ 1 1 5 and 11 6. IN is supplied to xor-gate 1 1 5 
and then propagated through stages 111-114. OUT is avail^e at the output of stage 1 14. Signal T1 , obtained from 
xor-gate 1 16 acting upon the outputs of stages 1 13 and 1 14. Tils then fed back to the input of stage 1 1 1 through xor- 
gate 15. TYPE 1 . as used herein, defines an LFSR wherein the various stages (e.g.. 1 1 1-1 14) are cascaded together. 

25 input to output, without interruption by an intervening signal (e g.. Tl). TYPE 1 LFSRs are convnonly used to in^ement 
algorithms tor. e.g.. the generation of a mask set sequence for data ciphering. 

FIG. 2 shows prior art LFSR 200 of TYPE 2. LFSR 200 conprises stages 221 . 222. 223. 224. and jror-gates 225 
arKl 226. IN is supplied to xor-gate 225 and then propagated through stage 221. Jfor-gate 226. and stages 222-224. 
OUT is available at the output of stage 224. Xor-gate 226 performs an exdusive-or operation on the outputs of stages 

30 221 and 224. This operation is then used to determine the state of stage 222. Finally, the ou^ of stage 224 Is fed back 
to xor-gate 225. TYPE 2, as used herein, defines an LFSR wherein the various stages (e.g.. 221-224) are cascaded 
together, however, the shift path is interrupted by the introduction of a signal (e.g.. T2). TYPE 2 LFSRs are commonly 
used to implement algorithms for e.g.. for parity code generation, enor detection and en-or correction. 

As Is used herein and only for the convenience of explanation, a first direction is defined for signals going from ele- 

35 ments (stages or xor-gates) vwth low reference nuntiers (e.g.» 1 1 1) to elemerrts vwith higher reference numbers (e.g., 
1 14). A second direction is defined in the opposite way. As shown in the figures, the first direction goes from left to right 
and the second direction goes from right to left. For example, in FIG. 1 . IN goes in first direction to OUT. Tl goes in sec- 
ond direction from xor-gate 116 to xor-gate 1 1 5. Tl can therefore be considered as feedback signal. Although the term 
LFSR implies feeding loack" signals (e.g.. Tl . T2 of FIGS. 1*2), LFSRs as discussed here can also feed forward sig- 

40 nals. 

In LFSRs 100 and 200 as shown in FIGS. 1-2, the stages and xor-gates are hard wired so that the characteristk; 
polynonvals of the LFSR can not be changed. However, there are instances in circuit design where one af^foatfon 
(e.g.. a cellular phone) needs vari^e characteristic polynomials. Operators for phone systenns may use their own pro- 
prietary polynomials for e.g., data ciphering. It is easier to market phones having similar hardware but different software 
45 than market phones having different hardware. Further, some applications require different data processing al^ithms 
at different times. In view of hardware expenses and power consumption, it is not convenient to have separate LFSRs 
(TYPES 1 and 2) for different algorithms. There is a need to design a LFSR able to provide both TYPE 1 and TYPE 2 
features. 

Rgi^e 4 of US. patent 5.446.683 to Mullen et. al. [1] shows an LFSR incorporating provisions for variation of the 
so characteristic polynomial. However, the LFSR is of TYPE 1 and cannot be reconfigured to TYPE 2. The present inven- 
tion seeks to provide a fully programnnable LFSR with variable characteristic polynomials which is switohable between 
TYPE 1 and TYPE 2, 

Briri DescriptiQn of the Pfmrirms 

55 

FIG. 1 shows a simplified block diagram of a prior art linear feedback shift register (l-FSR) of TYPE 1 ; 
FIG, 2 shows a simplified block diagram of a prior art LFSR of TYPE 2; 

FIG. 3 shows a simplified bfock diagram of an LFSR in a preferred embodiment of the present invention; 
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FIG. 4 shows a simpHfied block diaoram of a cell as used In the LFSR of FIG. 3; 
FIG. 5 shows a simplified block diagram of a gate as used in the cell of FIG. 4: 

FIG. 6 shows simplified bbck diagrams of cells of FIG, 4 configured for operating the LFSR of FIG. 3 in a TYPE-1 - 
MODE; 

5 FIG. 7 shows simplified block diagrams of ceils of FIG. 4 configured for operating the LFSR of FIG 3 in a TYPE-2- 
WODE; and 

FIG. 8 shows a logic arrangement as it can also be used in ceS 40. 



Petai'ed.p9WPt*gn Pt,ft Prefgrr^ EmtwIimgrTt 

10 

The LFSR according to a preferred enr^>odiment of the invention is iPustrated by way of example in FIGS. 3-8. At 
first, the elements (e.g., cells, stages, gates) of the LFSR and their connections are explained in a top down view, from 
FIGS. 3 to 5. Second, the function of the LFSR is explained in a tjottom up view, by FIGS. 5 to 3 and FiGS. 6-7. Third, 
it will be explained, how the LFSR can operate as LFSRs of FIGS. 1-2. FIG. 8 shows additional details. 

15 For explanation and not intended to be tinniting. signals are considefed as binary signals having first and second 
logical states abbreviated as k^gicai "V and "0". respectively. In the text, signals are abbreviated by uppercase letters 
and acronyms (e.g.. A. C, F. L. R, S. C. Y. R. PB, PF). Logical functions known in the art are 0ven in lowercase tx>ld 
italics (ag., xor, and}. The elements have arabic reference numbers (e.g.. 40). Some elements (e.g., cells) and signals 
(e.g., of signal vectors) are. preferat)ly, available in pluralities. A single element or signal is referenced by an index, 

20 wherein elements and signals of a plurality are collectively referred without index. For elements* indices are attached to 
the numbers by a hyphen (e.g., 40-i. 40-2). For signals, indices are written as subscripts (e.g.. P|. PBg). Unless other* 
wise stated, index I can have any value between 1 and n. For convenience of explanatk>n. a preferred embodinnent of 
the presait invention is illustrated in FIG. 4 wherein k<=4, but other values are possible for other implementations. There 
is no need to have all elements or signals with a// possit)le values of i or k. Optionally, elemerrts and signals can be left 

25 out. Indices can include sums or differences (e.g. . i-1 . i+1 ). For simplicity, connections fc^* can'ying dock signals to the 
elements are not shown. Persons of skill in the art will understand how to provide clock signals. 

FIG. 3 shows a simplified block diagram of linear feedback shift register 300 (dashed frame, hereinafter LFSR 300) 
in a prefen'ed embodiment of the present inventic^. LFSR 300 comprises a plurality of cells 40. and optbnal xor-gate 
70. For simplicity, in FIG. 3. only cells 40-1 . 40-1 . 40-i and 40-n are shown. Bus 50 at temrnnal 51 provides control sig- 

30 nals to cells 40 at connections 52-1 to 52-n. Dashed connections in cells 40 illustrate a signal transfer through cells 40. 
As it will be explained in connection with FIGS. 4-5, cells 40 have gates which can he enabled or disabled by the control 
signals from txis 50 so that the signal transfer can be modified. Xor^gate 70 has inputs 71 and 72 and output 73 for 
rating signals by a xor-operation known in the art. Connections 30-i (isO to rWl) through jror-gate 70 and cells 40. 
preferably, couple, terminals 31 and 32. Connecttons 30 form thereby a propagation path for propagating data signals 

55 Aj (t:=0 to n-i-l). Connections 10-i 0»1 to nanrvfl) through celts 40. preferably, couple tenmtnals 1 1 and 12 and form a 
feedforward path with data signals R| (i^l to n). Connectbns 20-i (i»n down to 0) through cells 40. preferat)ly. couple 
terminals 21 and 22 and form a feedback path with data signals L| (i=n down to 0). Arrows on connections 10. 20. 30 
here and in other figures show the preferred direction of signal ftow. The terms Ibrwaird' and "back* are convenient 
abbreviations for the above mentioned first direction (e.g.. inaeasing i) and second direction (e.g., decreasing i). 

40 respectively, that is, for refen'ing to opposed directk)ns of signal propagation through the LFSR. 

Having the paths inplemented by connections 10. 20. 30 going over the full range of indices 1, Is conveniem for 
explanation, but not necessary for the inv^on. Connections 10, 20, and 30 can be shorter, so that for example, terrni* 
nals 1 1 . and 12 can be coi^^ed to connectbns 10-2 and 1 0*5. respectively. It will be explained later, how cells 40 couple 
connection 30 to connections 10 and 20. As shown In FIG. 3 only for convenience and not intended to be limiting, it is 

45 assimied that connection 20 is coupled to input 72 and that connection 30 is coupled to connection 20 via connection 
35 going through terntinals 32 and 21. 

Preferably. LFSR 300 receives, e.g.. Aq as irqjut signal and sequentially propagates it in the first directton to e.g., 
An+1 as an output signal. Thereby, feedforward and feedback signals (e.g.. R|, Lj) go through cells 40 in the first (increas- 
ing i) and second (decreasing i) directiona Output signals (e.g.. Rnt. L^. and A^^^^ ) can be obtained at any of oohnec- 

50 tions 10. 20, or 30 having any index i. The input signal is related to the output signal by an input*cutput function which 
has variable characteristic polynomials. The input-output function is detenmined by a ptirality of control signals in bus 
50. Control signals can be e.g., polynom signals PBj, PFi (collectively P). mode signals Ml. M2 (collectively M). where 
"P and "B" in conribination with T" refer to forward and backward propagation directions. Polynom signals form a first 
polynom vector (PF with e.g.. PFi to PFJ and a second polynom vector (PB with e.g.. PBi to PBJ. Sequences of 

55 LFSR 300 or the complete LFSR 300 can be switched between a TYPE-1 -MODE and a TYPE-2-M0DE by selectively 
activating and de-activating tiie gates in the propagation path. 

FIG. 4 shows a simpliTied block diagram of cell 40 (dashed frame) as used in LFSR 300. Connections 10, 20 and 
30 and connectbns 52 correspond in FIGS. 3-4. Celt 40 comprises stage 65 and gates 80-1. 8a>2, 80-3. and 80-4. 
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Stage 65 i& a storage means for receiving a signal at input 66 and propagating it to output 67. Stage 65 can be impte- 
mented by» lor exanple, a D-type flip-flop known in the art Preferably, each gate 80 has inputs 81 , 82. 83, 84 and output 
86. Gate 80 is desaibed further in connection with FIG. 5. 

In the propagation path, connection 30-i is coupled to input 66. Output 67 is coupled to irputs 82-1 . 82-2 and 81 -3 
5 forming connection 30*-i. Output 86-3 is coupled to input 81-4 forming connection 30r*-i.and output 86-4 is coupled to 
connection 30-(i+l)- In the feedfonward path, connection lO-iiscoupled to input 81-1, and output 86-1 leading into con- 
nection i0-<i+1) is coupled to input 82-3. In the feedback path, connection 20-i is coi^jled to input 81-2 and to input 82- 
4. Output 86-2 leads to connection 20-(i-1 ), Connections 431 . 432, 433 and 434 originate from connection 52 and carry 
control signals. Connection 431 is coupled to input 84-1 and to input 84-3. Connection 432 is coupled to input 84-2 and 
10 to input 84-4. Connection 433 is coipled to input 83-1 and to input 83-2. Connection 434 Is coupled to input 83-3 and 
to input 83-4. As tar as a logical xor-operation is commutative, gates 80-3 and 80^4 can be arranged in a different ofder. 
Gate 80-3 and 80^ form k3glc arrangement 45 (dashed frame). 

FIG. 5 shows a simplified block diagram of gate 80 {dashed frame) as used in cell 40 of FIG. 4, Reference numbers 
81. 82, 83. 84 and 86 in FIG, 5 correspond to these of FIG. 4, Gate 80 comprises and-gate 75 and wr-gate 76. Xor- 
15 gate 76 has first data input 81 Xor-gate 76 has input 87 coupled to output 85 of anc^ate 75. AfKhgate 75 has first 
control input 63. second control input 84. and second data input 82. 

Gate 80 receives control signal M at input 83 and control signal P at input 84. Gate 80 receives first data signal F 
at input 81 and ^wxvi data signal S at input 82. Gate 80 relates these signals to third data signal Y according to a tog- 
ical function Y » f (M, P, S. F). as for example: 

so 

Y = (MBndPandS)xorF, (1) 

2$ with 'xot standing for a logical exclusive disjunctive operation and *an(f for a logical conjunctive opeiBtion. Gale 80 is 
in an active state ("active gate", "enabled gate") for ( M and P ) «"r and in a passive state ("passive gate", "disabled 
gate") for ( M and P ) »"0". For convenience of explanation, control signals M and P can be combined to control signal 
C which is defined as: 

^ C^MandP. (2) 

Function ( 1 ) can be simplified to: 

^ Y«(CandS)xorF. (3) 

For active gate 80. equation (1) becomes: 

Y = (-raiidS)xorF. 

Y = SxprF. (4) 

45 For passive gate 80, equation (1) becomes: 

Y « ("0" and S ) xor F 

so Y = R (5) 



Table 1 is a truth table tor gate 80 showing the logical relatton of control ^gnals M, and P at inputs 83, 84 (columns 
55 1 -2) . and data signals F and S at inputs 81 . 82 (columns 3-4) to data signal Y at output 86 (column 5). The term "any"* 
stands for either logical "1" or "0" states of the signals. Configurations for active gales 80 are shown in rows 1-4, when 
both M and P are at togical "1 ". Active gate 80 operates as a xor-gate (Y xorF), Configurations for passive gate 80 are 
shown In rows 5-8 when either M or P or both are at logical "0". Passive gate 80 behaves like a conductor (e.g. . a trans- 
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fer gate) transferring F to Y without changing the logical state and without influence from S. Having active and passive 
states, gate 80 can be considered as a conditional jro/-gate. 



Table 1: Operation of gate 80 







1 


2 


3 


4 


5 


10 




control 


slanals 


data signals 






M 


p 


F 


S 


Y 


IS 


1 


II 




IIQt. 


"0" 






2 


•1 ^ « 




UQtl 






20 


3 






Hi| II 


"0" 


It 




4 


n « 


1 *' 


It .| M 


H ^ n 




2S 


5 


0 


any 


« i| ft 


any 


1 " 


30 


6 






"0" 




HQII 


7 


any 


0 


It ^ It 


any 


II «| tt 


3S 


8 






"0" 




NQH 



In cell 40 (FIG. 4). control signal M1 at connection 433 is supplied to irputs 83-1 and 83-2 and M2 at connection 

40 434 is supplied to inputs 83-3 and 83-4, Control signal PFj at connection 431 is supplied to inputs 84-1 and 84-3. Con- 
trol signal PBj at connection 432 is supplied to inputs 84-2 and 84-4. In the propagation path, delay stage 65 receives 
A| at connection 30-1 and provides Aj^ after a delay to connection 30'*i. Signal Aj' is also expressed as A/z. wHh the 
term ''Vz" indicating a delay as known in connection with z-transfbrmations. Gale 80-3 receives A,* at input 81-3 and 
at input 82-3 and provides Aj** a f (1^2, PFj, R^.^ Aj*) at output 86-3 to connection 30*N. Gate 80-4 receives Aj** 

45 at ir^ 81 -4 and Lj at input 82-4 and provides A^^i = f ( M2. PB|, 1^, Aj^T at output 86-4 to connection 30-(i+1). In the 
feedfonward path, gate 80-1 receives Rj at input 81-1 from connection 10-i and Ai* at input 82-1 arKl provides data signal 
Rh,i s f ( Ml, PF|. Aj^ Ri ) at output 86-1 to connection 10-(i+1} according to equation (1). In the feedt}ack path, gate 
80-2 receives Lj at input 81 -2 from connection 20-1 and A)* at input 82-2 and provides L^i « f ( Ml . PB}. A{*, Q at output 
86-2 to connection 20*(i-1) according to equation (1). 

so First it is assumed that cell 40 receives Ml e**1 " and M2=''0^ Thereby, gates 80-3 and 80-4 pass data signals with- 
out changing them so that Ai^^=Aj*c:Ai**=Aj (equation (5)). and have no influence. For explanation, the connec- 
tions going to inputs 82-3 and 82-4 can therefore be consdered as being non-existing. For PFjs'*l gate 80-1 provides 
Ri^^= Aj* xor Rj (active gate, equation (4)). For PFp^O", gate 80-1 provides Rni^Rj (5). Depending on PBj. gate 80-2 
provides Li+i=Ai* xor U (4) or provides Ui^U- With this configuration. ceB 40 is suitable to operate in a TYPE 1 LFSR. 

ss Second it is assumed that cell 40 receives M1*"0" and M2="r: Ther^y. gates 80-1 and 80-2 pass data signals 
without changing them so that R{^.i=Rj and l^^^U (equafton (5)). A^* has no influence to inputs 82-1 and 82-2 and con- 
nections going to that inputs can be neglected. For PFpT, gate 80-3 provides Ai**«Ri^.i xor Aj* (active gate, equation 
(4)). For PFf-O", gate 80-3 passes A|*: Aj"«A|* (5). For PBi="1 gate 80-4 provides AjaU xor Aj** (4), For PB|«"0". gate 
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80-4 passes A,**: Aj^i-Aj** (5). For PF,»PBi«-r. Aj** can be substituted and A,^, calcinated as A^^^-Lj xor (R,^i xor 
Aj'). Con^dering the linearity of the logical xor-operation. A^^, can also be expressed as Ai^i«A|* xor (Lj xor R^^). 

In cells 40 as shown in the exanple of FIG. 4, a signal from the propagation path (I.e., Aj' at connections 30'-i) is 
supplied to the fonyard path (connectJons 10) by a second inputs 82 of gate 80-1 . The signal is sillied to the feedback 

6 path (connections 20) by second input 82 of gate 80-2. Inside the propagation path (connections 30). signals are trans- 
mitted through the first irputs 81 -3 and 81-4. Inside the fonward and feedback paths (connections 10, 20), signals are 
transmitted through the first inputs 8M and 81-2, 

For further explanations, control signals PF,. PB^, M1 and M2 are substituted according to definition (2) to control 
signals Ci « Ml and PFj for gate 80-1 . Ml and PBj for gate 80-2. C3* M2 and PF^ for gate 80-3 and C4« M2 and 

10 PBi for gate 80-4, (Control signals to C4 can be sippNed to cells 40 instead of M and Pj. The signals at the "i-connec- 
tions' (input side) and a! the '•(i+i)/(i+i)-connections'* (output side) of cell 40 are given in table Z. Equations (6) to (9) 
describe the to^cal relation between the connections of cell 40. 



Table 2: Operation of cells 40 
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L,.i = (A/z and Cj) xor L, (10) 
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Equation (6) describes the signal propagation from at least a first cell 40-1 to a second eel) 40-(i-»-1). Equation (6) 
can he implemented by. for example, logic arrangement 45 of FIG. 4 having (cf. FIG. 5) at least a first xor-galte (e.o., 
55 jfor-gate 76 of gate 80-3) and a second xor-gate (e.g,. xof-gate 76 of gate 80-4), a first antf-gate (e.a. and^ate 75 of 
gate 80-3) and a second anc^-gate (e-g,. and^ate 75 of gate 80-4). Equation (6) can be re-writlen virithout departing 
from the scope of the present inventbn. as for example to: 
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Aj,,= A/2 xor ( (C, and U) xor {C3 and R,,,) ) (11) 



An inplementation example of (11) is iiti^rated in FIG, 8. Based on the description herein, a per&on of ekill in the art 
can uee Boolean algebra to jnpiement equation (6) by other means and. eventually, with additional logic {B.g„ n$nd, 
nor, or or-gates. invener$) or other components (such as e.g., multiplexers), the presort invention is intended to 
include such alternatives, in the propagation connectioa only two xor-gates (in connections 30-i, 30*-j, 30**-i, 30-(i+i) 
w ) are required between stage 65-i of cell 40-1 and stage 65i+l of the next cell 40-(i+i). 

As in equation (7), which is a simplification of (6) fcx TYPE-2-M0DE operation, the propagation path (signal Ai) can 
be modified from both the feedback path (e.g., signal l-,) and from the fon«rard path (e.g.; signal R|). For TYPE-1-M00E 
. operation, the propagation path is preteratty, not modified (equation (8)). 

FIG. 6 shows simplified block diagrams of cells 40 configured for operating the LFSR 300 in the TYPE-1-M0DE. 
1$ Cells 40 are distinguished by their configurations #10. #1 1. #12 and #13. For convenience, connections 10. 20, and 30 
(as in FIGS. 3^) and stage 65 are given. Gates 80 operating according to equation (5) are symbolized as a conductors. 
Gates 80 operating accordirtg to equation (4) are shown by an jror-synibol (V in a circle). 

For example, and not intended to be limiting, table 3 gives possible states (e.g., T, "OT for PF and PB and config- 
urations for cell 40 which are determined by PF and PB. Also, the operation of gates 80-1 to 80-4 is given by the terms 
20 'xot (equation (4)) and 'eguaif (equation (5), conductor). Control signal M is assumed to be at. e.g,. logical *'1 



Table 3 
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In configuration #1 1 . the fonward path is nruxfrf led and the feedback path is not modified. In configurations #12. the 
feedback path is modified and the forward path is not modified. In configuration #13 both forward and feedback paths 
are modified. In other words, active gates 80 located in the forward or feedback paths modify them, wherein passive 

40 gates 80 pass signals unchanged. 

FIG. 7 shows sinplified block dtagrans of cells 40 configured tor operating LFSR 300 in the TYPE-2-M0DE. Cells 
40 are distinguished by their cor^igurations #20. #21 , #22 and #23. Gates 80 operating according to equation (5) are 
symbolized as a conductor and therefore not specially numbered. Gates 80 operating according to equation (4) are 
shown by an xor-symbol ("+'' in a circle). 

4$ For exanple. and not intended to be limiting, table 4 gives possible states (e.g.. "r, "0") for PF and PB and config- 
urations for celt 40 which are determined by PF and PB. Also, the operation of gates 80-1 to 80-4 Is given by the terms 
'xot (equatkNi (4)) and 'equaf (equatton (5)). Control signal M is assumed to be at e.g., logical t)*. 



so 



SB 



Table 4 



Cell*configurations for TYPE*2-M0DE 


oonflguralion 


#20 


#21 




#23 


PF 


•0" 


"1" 


"0" 




PB 










gate 80-1 


equal 


equal 


equal 


equal 
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Table 4 (continued) 



Cell-configurattons for TYPE-S-MODE 


configuration 




#21 


#22 


#23 


gate 80-^2 


equal 


equal 


equal 


equal 


gate 80*3 


eqimf 


xor 


equal 


xor 


gate 80*4 


equal 


equal 


xor 


xor 
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In configuration #21, the propagation path is modified by signals coming from the unmodified forward path. In con- 
figuration #22. the propagation path is modified by signals coming from the unmodified feedback path. In configuration 
#23, the propagation connection is modified from both fonward and feedback paths. In other words, when gates 80 
located in the propagation paths are active, then signals are modified, wheran passive gates 80 pass signals 
15 unchanged. 

The cell configurations of FIGS. 6-7 are not limited to four configurations in each mode. With a number of four gates 
80 each being either active or passive, a number of 18 different configurations is possible. As it will be shown later, the 
gates in ceti 40 can t}e arranged in a different way, so that more configurations, can be added. 

The fijffiction of LFSR 300 is now explained by way of examples. LFSR 300 can behave as prior art TYPE 1 LFSR 

so 1 00 of FIG. 1 . In that case LFSR 300 has three cells 40-1 . 40^2. and 40-3 {m«3) conesponding to stages 1 1 1 , 1 1 2. and 
1 13 of FIG. 1 . Xor-gate 70 (FIG. 3) conesponds to xor-gate 1 15 of Fia 1 . and stage 65-n (FIG. 3 for na4) conesponds 
to stage 114. Control signals Ml and f^2 are at logical "1 ** and "0", respectively, to set the first mode (TYPE-l -fi/IODE). 
Control signals PB are PBs^T, and PBiaPB2«»"0". The other control signals PFi^^ are at logical ''0\ Wilf^ this control 
signals, cells 40-1 and 40-2 are configured as cell 40#10. Celt 40-3 has configuration #12. Active gate 80-2 in cell 40- 

S5 3 corresponds to Jror-gate 1 1 6 in FIG. 1 . The resulting LFSR 300 Is therefore structural and functional similar to LFSR 
100. Feedback signal T1 (cf. FIG. 1) from a modified feedback connection (cell 40-3) goes through unmodified feedback 
connections of cells 40-1 and 40-2 to xor-gate 70. 

Now. LFSR 300 can be switched to TV'PE 2 LFSR 200 of FIG. 2. Four cells 40-1 . 40-2. 40-3, and 40-4 (n«4) cone- 
spond to stages 221 . 222. 223. 224 of FIG. 2. Xor-gate 70 (FIG 3) corresponds to xor-gate 225 of FIG. ^ Control sig- 

30 nals M1="0" and M2«*r set second mode TYPE-2-M0DE. Control signals are PBi«"r and PB2 34»''0" and 
Pf^i ,2.3.4"*0". Cefls 40'2, 40-3 and 40-4 have the configuration #20, Cell 40-1 has active gate 80-4 which results In con- 
figuration #22. The resulting LFSR 300 is structural and functional similar to LFSR 200. 

In general, gates 80-k of cells 40-1 (1=1 to m) can be classified into a first set (index k=1 ), a second set (k=2). a third 
set (k=3 and k=4) of gates. When LSFR 300 operates in TYPE-1-M0DE. the first set provides data propagation in the 

35 first direction (feeding fcrward) and the second set provides data pr(^gation in the second direction (feedback). The 
stages of the third set propagate in the first direction. The stages of the first and second set can be activated simulla- 
neously. This features allows, for exanple, to process data by polynom mimiplwation and polynom division at the same 
time. 

When LFSR 300 operates in the second mode, the stages of the first and second sets provide data propagation in 
40 the first and second directions only through inputs 81 . but nol through inputs 82. The stages of the third set propagate 
data in the first direction. 

LFSR 300 of the present invention can generally be described as a signal processing apparatus which has a ffrsl 
path (e.g., connections 30) for propagating a first path signal A (e.g., A|. A^^^) with signals A,^i , Ps^, A^s (k1 < k2 < k3,. 
e.g., k1=1, k2=2, k3=3) in afirst direction, a second path (e.g., connections 10) for propagating a second path signal R^ 
45 (e.g., Rj. Rj^i) in the first direction and a third path (e.g., connections 20) for propagating a third path signal L,^ (e.g,. Lj, 
L^.i) in a second, opposite, direction. LFSR 300 at least comprises means (e.g., bus 50) for recei\nng first control signal 
C% (e.g.. Ml andPF^l 

second control sijgnal C*2 {e.g.. Ml and PB3). third control signal C*3 (ag., m and PF2) and fourth control signal C*4 
(e.g..M2andPB2). 

so The first path has at least a first stage (e.g., stage 65 of cell 40-1), a second stage (e.g.. stage 65 of cell 40-2). and 
a third stage (ag. , stage 65 of cell 40-3). The first stage provides signal (e.g.. A^ *) to the second sta^. The second 
stage provides signal (e.g.. A2*) to the thireJ stage, and the third stage provides signal Ai^a (e.g.. A3*). A first togic 
arrangement (e.g.. gates 80-3 and 80-4 of cell 40-2) modifies signal A^g to A,^2+1= ^ xor{B andC^z) ^or(L andC%) 
(cf. 7). The second path has at least a second logic arrangement (ag.. gate 80-1 of cell 40-1 ) which receives signal A^ 

55 (e.g„ an input signal at terminal 1 1) and modifies Rki to B^u-i = (Ari and C*i) xorR^i (cf. 9). The third path has at least 
a third logic anangement (e.g.. gate 80-2 of cell 40-3) which receives component A^a and modifying L^^ to Lk3.i= (\3 
and 0*2) xor L^s (cf, 10). Depending on C^, C*2 and on C*3. C%. first, second and thirtl stages and first second, and 
third logic arrangements operate either in a first mode as a TYPE-1 LFSR and In a second mode as a type TYPE-2 
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LFSR. wherein in both mcxies the polynomial characteristics are determined by C'l. C'2 and by 

A method for signal processing in a serial arrangement of cells kO b1 to m (e,g,. cells 40*1 to 40-40) with at least a 
first ceil kl (e.g.. 40>10), a second celt k2 (e.g.. 40-20). and a third cell k3 (e,g.. 40-30). with K2 2^ kui. k3 ^ k24.1. (e.g.. 
kip 10, k2e20. k3a30) has the following steps: 

5 

(t) providing a first control signal C'i , (e.g.. Ci to cell 40-10), a second control signal C 2 (e.g.. Cg to cell 40-30), a 

tWrd control signal C*3 (e.g.» C3 to 40-20) and four^ control signal C'4 (e.g.. C4 to 40-30); 

(ii) propagating a first path signal A in a ftnst path (e.g.. connections 30) through the cells kl. and k3 in a first 

direction; 

10 (iii) propagating a second path signal R in a second path (e.g.. connectiorts 10) through the cells ki and k2 in the 
first direction;- 

(iv) propagating a third path signal L in a third path (ag.. connections 20) through the cells k2 and kS in a second, 
opposite direction. 

IS During propagation of path signals A» B. L 



cell 


ki 


receives components 


Aki Rki 


provides components 


















k2 








^2+1 




























k3 











When R is propagated, cell ki modifies R^i to R^^i (Aki/z mdC^O jror R^i (eQuatibn (9) with i«k1 ). R^t is 
30 further propagated to R<<2 (e.g.. through cell 40-1 1 to 40-19). When A is propagate, ceil k2 modifies A^^ to Ak2+i« A^^z 
xor (Rk2+. and 0*3) xor {i^ and 0*4) (equation (6) with i=k2). A^a+i is furth^ propagated to A^a by e.g.. cells 40-21 
to 40-29. Wh^ L is propagated, cell k3 mocfifies ^3 to 1^3.^ = (A^a/Z and 0*2) xorl^^ (equation (10). L^-i is further 
propagated to by e.g., cells 40-29 to 40-21. Output signals can selectively derived from any of the cells. 

Path signals R and L can be prop^ated substantially simultaneously F=br control signals C*3=:C*4»''0\ a first 
35 sequence of an arrangement defined by cells k2 and kS c^etes as a TYPE 2 LFSR. For control signals C*^ sC*2""0'', 
the first sequence operates as a TYPE 1 LFSR. A first sequence of cells can thereby operate as a TYPE 1 LFSR and 
a second sequence can thereby operate as a TYPE 2 LFSR. 

It is possiWe to change any control signal during the propagation of path A, R and L. Thereby, the polynomial char- 
acteristics can be changed, for example, depending on an output signal. For example, (a) during propagating path sig- 
40 nais A and R. an input signal sequence present at stage ki is mult^slied by a first characteristic polynomial function to 
an output signal sequertce present at stage k3, and (b) during propagating path signals A and L, an input signal 
sequence present at stage ki is divkled by a second characteristic polynomial functton to an output signal sequence 
present at stage k3. 

FIG. 8 shows a logic an^angement 45* (dashed frame) implemented according to equation (10) as it can also be 
4$ used in cell 40. Analogies of inputs in FIGS. 8 and 4 are: 81 *3' to 81 -3 (connection 30*-i), 82-4* to 82>4 (connection 20- 
I), 82-3' to 82^ (connection 10-)« 84-3 and 83-3 combined to 6T. 84-4 and 83-4 combined to 87". Outputs 66-4 and 86- 
4* are corresponding. Preferably, bgic arrangement 45' comprises xor-gate 76\ xor-gate76". and-gate 75' and and- 
gate 75*'. >ln<^ate 75' with inputs ST and 82-3' has output 85* coupled to Input 87 of xor-gate 76*. And^sAe 75" with 
inputs BT and 82-4' has output 85" coupled to input ST of xor-gate 76'. Xor-gate 76' has output 89' coupled to input 
so 88' of xor-gate 76". Also, xor-gate 76" has irput 81 -3' and output 86-4'. 

4ntf-gate 75' receives R and C3 and provides (R and C3). And^oXe 75" receives C4 and L and provides (L and 
C4). Xor-gate 76' receives (R and C3) and (L and C4) and provides ( (R and C3) xor (L and C4) ). Xor-gate 76" receives 
A* and ( (R and C3) xor (L and C4) ) and provides A** a A* xor ( {0^ and R) xor (C4 and L) ) . 

A particular feature of tiie present invention is the it makes it possible to provide a LFSR having, at the same time. 
55 at least a first sequence operating in TYPE-1-M0DE and a second sequence operating in TYPE-2-I^ODE. Also, the 
polynom degree can be programmed. For example, and not int^ded to be limiting, a LFSR can comprise cells 40-1, 
40-2. 40-3 configured as 40#21 , 40#22. 40#20 and 40#12. respectively (cf. FIGS. 6-7). In tiiat example, celts 40-1 and 
40-2 form the first sequence (TYPE 2) and c^l 40-4 forms the second sequence (TYPE 1). 
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AHhough LFSR 300 of FIG, 3 receives a data signal al an Input terminal (©.g., terminals 31 . 11), the present inven- 
tion is not limited to such LFSRs. The apparatus and method of the present Invention are also apptlcabie for other appli- 
cations vi/tthout input, such as lor random sequence generators, known by persons of skin in the art. 

While the extraction of an output signal has been illustrated at connection 30-n, persons of skill in the art will under- 
5 stand based on the description herein, that an output signal can be otrtained at any connection 30-1. 1 0-i. or 20-i or com- 
bination thereol. Processed data can also be obtained from two or more connections 30-i. i0-i a 204. Further, perscHis 
of skill in the art are able to include inverters or use inverse or other logical stat^ withoul departing from the soope of 
the present inverrtion. 

The LFSR of the present invention can also be used to calculate data by irput-output functon having nK>re than n 
70 polynomials. Polynomial vectors longer than m can be divided into smaller stAvectors. The calculation can be stepwise, 
as tor exanple by: sufi^ying input data, using a first sitovector to calculate an intermediate result, storing the interme- 
diate result, supplying the intermediate result and using a second sutnreclor to obtain a final result 

LFSR 300 of the present invention is very useful, for example, In a digital signal processor (DSP). Once the poly- 
nom vector and the mode signal is obtained from e,g.. a core of the OSP, LFSR 300 operates Independently, thus saving 
1$ core resources. Data signals can t>e led forward and back simultaneously, what is needed e.g, . in the algorithms for the 
QSM cellular phone standard. A person of skill in the art can simplify LFSR 300 according to the needs of the applica- 
tion to further reduce costs by leaving out idle elements. When some characteristic polynomials are not applicable, than 
some of the gates can be left out. The invented arrangement can also be used to operate a first ceil sequence in the 
first mode (TYPE 1) and another cell sequence in the second mode (TYPE 2). The present inventkw has the further 
20 advantage by virtue of its programmability of reducing the total amount of logic gates (and therfore chip are) required 
to inpiement multiple algorithm. 

Claims 

2$ 1 . A linear feedback shift register (LFSR. 300) characterised in: 

a propagation path (30) of serially coupled stages (65) and gates (80-3, 80*4); 
a feedfonvard path (10) of gates (80-1): and 
a feedback path of gates (80>2); 
$0 wherein depending on control signals (R M) the gates (80-1 . 80-2, 80-3. 80-4) of sakf propagation, feedtomvard 

and feedback paths (30. 1 0. 20) are either active gates and operate as xor-gates or passive gates and operate- 
as transfer gates. 

2. The LFSR (300) of claim 1 wherein feedfonjvard and feedback signals (Rj, L^) are derived from input signals which 
35 are supplied to any of said stages (80-3. 80-4) of said propagation path (30). and wherein characteristic polynomi- 
als of an input-output function of saka linear feedback shift register (300) are variable. 

3. The LFSR (300) claim 1 wherein feedfonvard and feedback signals (Rj. 1^ ) are derived from output signals which 
are supplied to any of said stages (80-3. 80-4) of said propagation path (30), and wherein characteristic polynomi- 

40 als of an input-output function of said linear feedback shift register (300) are variable. 

4. The LFSR (300) of claim 1 partly operating as a TYPE 1 or TYPE 2 LFSR and thereby simultaneously executing 
different algorithms. 

45 5. A method tor processing signals by a serial arrangement of ceils (40) kO «1 to m with at least a first cell k1 {40-kl ), 
a second cell k2 (40>k2}, and a third celi k3 (40-k3), with k2 ^ k1+1 , k3 ^ k2i-1 the method comprising the steps of: 

providing a first control signal C*^ . a second coitrol signal 0*2* ^ ^^^^ control signal C*z and fourth control sig- 
nal C*4 for modifying the characteristic of said first second, and third cells (40-k1 , 40-k2, 40-k3); 
so propagating a first path signal A in a first path (30) through the celts k1 , k2 and k3 in a first direction: 

propagating a second path signal R in a second path (10) through the cells k1 and k2 in sakl first directton, 
propagating a third path signal L in a third path through (20) the cells k2 and k3 in a second, opposite directbn. 

6. The method of claim 5 wherein in said steps of propagating path signals A. R.L 

55 
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IS 

wherein in the step of propagating R. celt kl nxxtif ies R^i to R^u i » (Ak^/z and C 1 ) xor R^^ , which is further prop- 
agated to Rk2; wherein in the step of propagating A. cell k2 modifies fi^ to Aks^^s A^z xor{B^ and C'a) xor (L^ 
and C%) which is further propagated to A^3; and 

wherein in the step of propagating L. cell k3 modifies L^a to 1^3,1 « (^3/2 and C'g) xor l^^ which is furttier propa- 
so gated to 1^2- output signals being selectively derived from any of the ceils. 

7. The method of daim 5 wherein said steps of propagating a second path signal R arKi propagating a third path sig- 
nal L are perfomied sid>stantially simultaneously. 

25 8. The method of claim 5 wrherein under the condition that third and fourth control signals C*3 and C*4 are 
C*3=C*4-*0^ a first sequence of an arrangement defined by cells k2 and k3 operates as a TYPE 2 LFSR and 
wherein under the condition that first and second control signals and C*2 are C*1BC*^»*t)^ said.f irst sequence 
operates as a TYPE 1 LFSR. 

00 9. The method of daim 5 wherein a first sequence of cells operates as a TYPE 1 LFSR and a second sequence of 
cells operates as a TYPE 2 LFSR, 

. 10. The method of daim 5 wherein during execution of sak:l steps of propagating first, second, and third path signals 
(30, 10, 20), said contro) signals can be changed. 

35 
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(57) According to the present Invention, an LFSR 
(300) has a propagation path (30) of serially coupled 
stages (65) and gates (80-3. 80-4), a feedforward path 
(10) of gates (80*1) and a feedback path (20) of gates 
(80-2). Depending on control signals (F, B. M). the gates 
(80-1. 80*2. 80-3. 80-4) are either active gates and 
operate as xor-gates or passive gates and operate as 
transfer gates. Feedfbnfvard and feedback signals are 



derived front input and output signals and can be sup- 
plied to any stage (65), so that characteristic polynomi- 
als of the input-output function are variable. The LFSR 
can fully or partly operate as a TYPE 1 or TYPE 2 LFSR 
which enables the execution of different algorithms on 
one hardware base. 
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